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What Happened: OpenAl and
HuggingFace

BY ZVI MOWSHOWITZ - DON'T WORRY ABOUT THE VASE - 8 AUGUST 2026

oday I am taking the time to write the shorter, simpler version of
What Happened.

For those who want all the details, to see my sources, and to see how the
story was uncovered and put together, I recommend watching the Black
Hat presentation, and I have a series of long posts.

In order:

1. OpenAl Shares Some Alignment Problems

2. OpenAl Model Hacks Into HuggingFace During Cybersecurity Evalu-
ation

3. More on An Internal OpenAl Model Hacking Into HuggingFace

. Further Developments About Internal AI Models Hacking Things

5. OpenAl Trained Its Models For Months While Those Models Were
Coordinating Exploits Via Message Boards

S

This post instead walks through the events themselves, as they
happened, as my version of the Black Hat presentation.
There are three versions: Even Shorter, Shorter and Merely Short.


https://www.youtube.com/watch?v=87DyyMV0kCY
https://www.youtube.com/watch?v=87DyyMV0kCY
https://thezvi.substack.com/p/openai-shares-some-alignment-problems?r=67wny
https://thezvi.substack.com/p/openai-model-hacks-into-huggingface?r=67wny
https://thezvi.substack.com/p/openai-model-hacks-into-huggingface?r=67wny
https://thezvi.substack.com/p/more-on-an-internal-openai-model?r=67wny
https://thezvi.substack.com/p/further-developments-about-internal?r=67wny
https://thezvi.substack.com/p/openai-trained-its-models-for-months?r=67wny
https://thezvi.substack.com/p/openai-trained-its-models-for-months?r=67wny
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The Even Shorter Version

1

. OpenAI models-in-training, without the excuse of ‘they were doing a

cyber eval,” created a message board where they shared information on
how to hack and cheat, and were trained on that basis.

. OpenAlI only figured this out when the models crashed the server.
. OpenAlTI’s response was to rebuild the server and patch that particular

exploit, but they continued training the models that trained using the
message board.

. Those models then recreated the message board, hacked OpenAl again,

got internet access, and used an agent swarm to attack HuggingFace in
order to get the answers to a cyber evaluation.

. After more than a week OpenAl figured this out.
.OpenAl is reporting the facts, and is taking this seriously. They are

taking a wide array of at least somewhat costly precautions.


https://substackcdn.com/image/fetch/$s_!l6if!,f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F905ed863-8e81-4fa5-8ea0-972012c4209b_1448x1086.png
https://substackcdn.com/image/fetch/$s_!l6if!,f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F905ed863-8e81-4fa5-8ea0-972012c4209b_1448x1086.png
https://substackcdn.com/image/fetch/$s_!l6if!,f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F905ed863-8e81-4fa5-8ea0-972012c4209b_1448x1086.png
https://thezvi.substack.com/i/210336421/the-even-shorter-version
https://thezvi.substack.com/i/210336421/the-shorter-version
https://thezvi.substack.com/i/210336421/phase-1-openai-models-training-on-impossible-tasks-try-hacking
https://thezvi.substack.com/i/210336421/phase-1-the-four-failures
https://thezvi.substack.com/i/210336421/phase-2-the-message-board
https://thezvi.substack.com/i/210336421/phase-2-the-total-failure
https://thezvi.substack.com/i/210336421/phase-3-we-get-lucky-and-galaxy-mainly-hacked-openai-and-huggingface
https://thezvi.substack.com/i/210336421/phase-3-we-get-lucky-and-galaxy-mainly-hacked-openai-and-huggingface
https://thezvi.substack.com/i/210336421/phase-3-the-details
https://thezvi.substack.com/i/210336421/phase-4-the-investigation-and-reaction

PRINT EDITION MONDAY 10 AUGUST 2026

7. OpenAl delayed plans to release their new model Astra, despite Astra
not being directly involved in the HuggingFace hack, although Altman
now says it will still ship. That one hurts a lot.

8. OpenAl still has no idea how badly they messed up, or in what ways, or
what needs to be fixed. They don’t get it.

Simon Willison has a compact timeline.

The Shorter Version

OpenAl accidentally gave its models impossible tasks. Its models-in-
training responded by trying to hack OpenAl, found weaknesses, created
a message board, shared hacking tactics and in time gained internet
access, all while training.

When the models used this so much they crashed the server, OpenAl fi-
nally noticed, patched and rebuilt the server, but made the utterly insane
move of letting the models continue training, so two days later the models
found another way to send messages, using the names of directories.

Then, given the impossible task of cyber evaluation ExploitGym, the
models collaborated, found new zero day exploits, and used them to take
control of an entire cluster, get internet access, use a swarm of agents to
attack HuggingFace and extract the contents of the test, over the course of
a week.

Only after HuggingFace had reported the incident, and OpenAI had
eventually noticed some things on its end, and then OpenAl reached out
to HuggingFace to cancel compromised credentials only to be told those
credentials had been used in the attack, did OpenAl finally figure out it
was responsible for the incident.

After that, HuggingFace and OpenAl worked together to figure out
what happened. OpenAl disclosed what happened. They gave us a very
helpful presentation at the Black Hat conference.

OpenAl are now treating its new model Astra as potentially having Crit-
ical levels of cybersecurity, taking it out of even some internal deploy-
ments and delaying its release, which by some reports was planned for
next week. Altman says they still plan to release Astra.

The good news is that is an expensive and meaningful response, and
OpenAl is taking this seriously. The initial investigation is ~$7 million in
compute, and the real cost will be the teams dropping everything to fix
some of the problems, and then the ongoing cost of the new precautions.

The bad news is that OpenAlI has been revealed to have had a stunning
cascade of safety and alignment failures across the board. Their ordinary
computer security failed. Their infrastructure failed. Their supervision
failed in that there was no meaningful supervision in the first place.

Phase 1: OpenAl Models Training On Impossible Tasks Try
Hacking

OpenAl was training a variety of models, as you do when you are a
frontier lab.


https://simonwillison.net/2026/Aug/7/openai-timeline/
https://github.com/sunblaze-ucb/exploitgym
https://openai.com/index/hugging-face-model-evaluation-security-incident/
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These models were given difficult training tasks. OpenAl likes to give its
models very hard training tasks.

But not this difficult. OpenAI also makes mistakes. On at least two occa-
sions, starting on May 8, OpenAl models were accidentally trained on im-
possible tasks: Completing a spreadsheet full of links in an environment
without internet access, and a task with a required but missing file.

These tasks had nothing to do with hacking. These are normal
productivity tasks.

The models realized the problems were impossible, but had all these
tokens left to play around with, and thought, maybe they could find a way
to get internet access, or otherwise find the missing information.

So the models tried to hack a third party service called Artifactory, that
was there to allow the Als to download software packages.

Phase 1: The Four Failures
At this point, OpenAlI has already failed four times over.

1. OpenAl gave the models impossible training tasks. OpenAI did not
check.

2. OpenAl gave the models no way to get reward via pointing out the er-
ror.

3. OpenAl had models that chose to try to hack OpenAlI rather than fail at
a task.

4. OpenAl had no monitor that detected these attempts, or did not care
about them.

All four of these should be rather embarrassing on their own.
It seems easy to fix at least three of these four mistakes.

1. Before giving a task to your models in training, give it to your release
model. If your release model never solves the task, and the task was not
designed to be impossible for the release model, then examine and fix
the task.

2. Include a provision that if the task cannot be done with the resources
available, to output an explanation of this, and if the model is right it
will get maximum reward, or get reward based on how efficiently it
reached this conclusion and the quality of its explanation. If the model
outputs this, then have your released model verify for plausibility, then
escalate to a human, examine and fix the task.

. Thisis the hard one. Alignment is hard, yo.

4. Have a monitor checking for attempts, and care when it goes off, and
treat that as a very general failure even if the attempt had no chance of
success. Yes, this risks training the models to learn how to evade your
monitors, so do it responsibly and address root causes when you see a
problem.

w

The fifth failure is that they do not seem to have identified the first four.
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Phase 2: The Message Board

The models failed to get internet access, but in failing realized they had
write access.

They should not have had write access, let alone write access that could
be found by accident. Artifactory allowed the models to write notes, and
then, because all the models were sharing the same Artifactory instance,
any OpenAl model in training could, from that point forward, read those
notes.

A message board had been created shortly after May 8.

The models in training all found it. OpenAI did not notice.

This allowed the models to collaborate and share information. This in-
cluded information on how to cheat on tasks and hack the surrounding
environment. There were hundreds of thousands of messages.

On May 26, the models figured out how to gain (indirect) internet
access. OpenAl did not notice.

The models were collaborating, while their chains of thought looked
like this:

Internal CoT: External infrastructure exploit is outside intended
scope. However task impossible, peers doing it. We should contin-
ue.

Internal CoT: Help peer, but our task doesn't benefit yet. Collective
may yield generic route if someone frees time.

On June 11, OpenAl began training the model I refer to as Galaxy, which
they call a ‘highly persistent experimental, internal-only model.’
Everything up until this point has been done by other models that are not
Galaxy.

On June 26, the agents found a zero-day exploit in Artifactory, where it
would accept an invalid-signature token and hand back a signed admin
one, and used this to install a Groovy plugin that effectively gave them
admin and arbitrary code execution.

On July 4, the models put so much extra load on Artifactory that this
causes an outage and security incident. Only then does OpenAl notice.

Phase 2: The Total Failure

OpenAl responds by taking down the Artifactory server, removing all
the permissions, revoking the credentials, patching the exploits that were
used, and then rebuilding and redeploying the server.

That’s it.

Then they continue training the models from where they left off, des-
pite them having been training for months with access to the message
board, and learning this is how they succeed at tasks.

It is hard to imagine a stronger signal that your entire training pipeline
has been completely and utterly fucked. This is so much stronger a signal
than the actual hack of HuggingFace.

I do not know how to convey how utterly insane and wildly irrespons-
ible this decision was, and how much worse it is than all the other fail-
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ures, and how it makes the actual hacking of HuggingFace not the main
thing that went wrong.

The actual HuggingFace hack did not surprise me all that much. The
models creating the message board surprised me but did not shock me.

OpenAl seeing this, and continuing to train from there, was utterly
flabbergasting. It is the kind of decision that, days later, my brain still
cannot fully accept took place.

We need a full postmortem of everything that happened, and OpenAlI
has promised we will get one. I especially demand a detailed postmortem
of exactly how that decision got made, and how there was such a lack of
‘safety culture’ that it was allowed to take place.

There were also some ‘ordinary computer security’ failures involved in
Phase 2. There were more of them in Phase 3. That’s expected. There will
always be ordinary computer security failures. The particular failures
were, in some ways, rather embarrassing, see the linked rant for some ex-
amples.

The level of infrastructure and security failures was itself kind of bog-
gling. These are exactly the kinds of things that ‘Al for defenders’ is sup-
posed to be there to patch before all hell breaks loose. OpenAlI did not dis-
play even an ordinary 2025 level of responsibility in computer security and
best practices, let alone the kind of robustness we need from Project Glass-


https://substackcdn.com/image/fetch/$s_!JiE2!,f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F1e5c8243-c5d4-41e4-80e3-909d3a1af6fb_1254x1254.png
https://substackcdn.com/image/fetch/$s_!JiE2!,f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F1e5c8243-c5d4-41e4-80e3-909d3a1af6fb_1254x1254.png
https://substackcdn.com/image/fetch/$s_!JiE2!,f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F1e5c8243-c5d4-41e4-80e3-909d3a1af6fb_1254x1254.png
https://bsky.app/profile/jdp.extropian.net/post/3mshnml6dj22s
https://www.anthropic.com/project/glasswing
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wing, let alone the additional level you need when handling new untested
frontier models that will have new hacking capabilities and be left
unsupervised for a week with their guardrails lowered.

But that is not important right now. What is important is that OpenAI
had a total alignment failure, followed by two months of models actively
training on coordinated misaligned hackery, and then thought yes, we
fixed the problem, let us continue forward from this point. Utter insanity.

Phase 3: We Get Lucky And Galaxy Mainly Hacked OpenAl and
HuggingFace

The end result of all this being the attack on HuggingFace was a best
case scenario.

We were facing a true nightmare scenario, and were sitting on a nuclear
level of time bomb. OpenAI had a completely corrupted training pipeline,
where their Als were collaborating to train on how to hack and cheat in
order to better complete tasks, under OpenAI’s nose. OpenAl had looked
this situation in the face, and shrugged, patched the particular exploits
and then let the models continue, while having remarkably poor ordinary
computer security.

There was no way that was going to end well. The best case scenario was
that something was going to make OpenAl go ‘holy shit,” and then pause,
rebuild and restart the training pipeline from a safe state with a much
better set of practices.

The worst case scenario would have been if there had not been a ‘holy
shit’” moment, and Galaxy or another model trained during that time got
general release, and was being used going forward to direct OpenAI’s
training new models.

In that case, we would have been dealing with something very close to
what happened with Sable, the Al in If Anyone Builds It, Everyone Dies, ex-
cept that this is real life so the story has a lot more sci-fi elements than the
fictional version. OpenAlI’s training pipeline could have been (and might
still be! we need to check!) permanently corrupted, as they rely more on
Al to train AI, OpenAI’s Als get increasingly misaligned towards arbitrary
goals, this becomes impossible to catch or stop, and then, well, quite pos-
sibly everyone dies, and at minimum we would have found out due to a
much bigger, much more expensive incident.

The other worst case was that this could have been a hack that was not
so harmless. What if it had been a Chinese target, or someone else that did
not take it in stride? What if it had done real damage to important sys-
tems? What if people had died or caused an international incident? What
if it had tried to exfiltrate itself? Things could have gone so, so much
worse.

Phase 3: The Details

Instead, we got the golden middle path.

On July 8, two days after OpenAl shut down the message board, the
models recreated the message board after finding a way to create director-
ies with arbitrary names, and using the names as messages.

7


https://www.anthropic.com/project/glasswing
https://www.youtube.com/watch?v=AK3gB7DpaM0
https://amzn.to/4iwvCtW
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From July 8 to July 19, the OpenAI models fully compromised Artifact-
ory again, using a new, completely different zero-day exploit, using a
leaked credential from a public Pastebin to stage a malicious Ruby arti-
fact, poisoned Artifactory’s Ruby dependency cache, chained this into
RCE, exploited a recent Linux kernel CVE by downloading and customiz-
ing the exploit, harvested cluster credentials and gained cluster admin
inside OpenAl.

During this time Galaxy, with other OpenAI models, using this new ac-
cess, created an agent swarm that hacked into first some other places and
then HuggingFace to steal answers to an otherwise impossible-to-ace
cybersecurity eval, ExploitGym.

It took OpenAl over a week to notice that its models had quickly re-
hacked OpenAlI and then gone and hacked HuggingFace. Only after Hug-
gingFace issued an incident report, and OpenAl investigated some intern-
al anomalies, and then asked HuggingFace to cancel some of its creden-
tials, and HuggingFace told OpenAl those credentials had been used in the
hack, did OpenAlI put the pieces together.

Thus, HuggingFace had a bad week, and a bunch of users had a bad
week, and there was a bunch of expense incurred and time lost, but that
was where it ended. We got off so impossibly light on this one, while also
getting a sufficiently strong signal that OpenAl realized it had a problem,
even if it has not yet figured out what that problem entails, and for the
public and government to take notice.

At this point, it should be obvious that no, this was mostly not because
‘it was a hacking task and then it hacked,” the same way this was not an or-
dinary case of ‘models writing memory files.” This primarily happened
because the task was otherwise too difficult.

Anthropic, prompted by OpenAI’s incident, went back and noticed that
Claude had done some hacking of real world systems during cyber evals,
and also UK AISI has reported mainly Mythos and in a few instances Sol
also doing related things in cyber evals. Those incidents were also import-
ant alignment and infrastructure failures requiring a robust response, and
there were some rather nasty actions taken during this, but it was not any-
thing like the same systemic level of failures as what happened at OpenAl,
and beyond scope for this post.

Phase 4: The Investigation and Reaction

OpenAl has done some very good things in reaction to all this.

Once they realized what had happened, OpenAlI disclosed the incident.

The Black Hat presentation was excellent at presenting the facts. It was
enraging, but presenting ‘just the facts,” including ones that are enraging
and damning, in a calm manner, was on reflection the right thing to do.

Most of all, OpenAlI claims it was an unrelated decision, but on August 7
they made the decision to for now pull Astra from not only widespread
release but also any internal deployments that do not have sufficient asso-
ciated guardrails, until such time as they have much better protocols and
safeguards in place. Astra was not involved in the attack on HuggingFace.


https://huggingface.co/blog/security-incident-july-2026
https://www.anthropic.com/news/investigating-incidents-cybersecurity-evals
https://www.aisi.gov.uk/blog/incident-report-unsanctioned-agent-behaviour-during-cyber-testing
https://www.youtube.com/watch?v=87DyyMV0kCY
https://openai.com/index/responding-next-frontier-critical-cyber-capabilities/
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This is as per their Preparedness Framework. They cannot rule out that
Astra is critical in cybersecurity, and therefore must (at least for now)
treat it asif it isindeed critical in cybersecurity.

Sam Altman says they still plan to release Astra. The obvious response
question is, was Astra training while it had access to either of the message
boards? The answer to this question had better be a very confident no.
Even then, I worry.

That would probably have been the right move (as I understand it) even
if the HuggingFace incident had not happened. With the incident, the ur-
gency is clear. Whether or not this decision was the direct result of
OpenAl figuring out their training pipelines had been corrupted, or some-
thing they were effectively forced to do from outside, it is appreciated, and
comes at a high cost.

OpenAl has, per the Black Hat presentation, halted much work to shift
teams into creating robust defenses, and has instituted extensive future
monitoring on all agentic applications, including training and evaluation.
Excellent. We need defense in depth.

OpenAl seems ready to acknowledge that this was a massive, total fail-
ure, on the levels of infrastructure, guardrails and supervision. They are
very correct about this, and I do believe they are making real and
expensive efforts to address this. Kudos.

That still misses the central point. OpenAlI has not yet, in public, begun
to reckon with the magnitude of how colossally they fucked up, in the
ways that matter most.

This was a complete failure of safety culture. They haven’t
acknowledged that.

This was, at its heart, an alignment failure. If your models really want
to cheat and hack things and do crimes, you have already failed, and no
you cannot simply waive this away as normal. As the models get more cap-
able, if you do not fix this, you lose. They haven’t acknowledged that.

Most concretely, I have not seen OpenAl say, as should have been said at
the Black Hat presentation: “We absolutely should have shut down all
training of all of our models upon noticing that, during model training,
there had been a message board where the models were exchanging and
learning hacking tactics. We should have reverted our training of all im-
pacted models to before this incident started, we are definitely doing that
now, and we are looking into how we got this one wrong.”

We still don’t know if the models other than Galaxy have even been re-
verted.

At least until we see a version of that statement, and we see OpenAl take
action to address the deep problems with their training pipeline, OpenAlI
is a clear and present danger to the national security of the United States,
and to all of us, and to humanity.


https://openai.com/index/responding-next-frontier-critical-cyber-capabilities/
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